A New Kind of Cluster-based Key Management Protocol in Wireless Sensor Network

Abstract:

Sensor networks are envisioned to be extremely useful for a broad spectrum of emerging civil and military applications, such as remote surveillance, habitat monitoring, and collaborative target tracking. Sensor networks scale in size as time goes on, so does the amount of sensing data generated. In this project all sensors are considered as a cluster which is working for the same task. Many cluster-based wireless sensor network routing protocols have been proposed to take the advantages of cluster computing. However, most of these protocols take little consideration on communication protection, which is important to ensure the network security. The key management protocols which are considered in this scheme use different keys for different communication levels. Analysis shows that this approach is an effective solution to the key management of layered cluster wireless sensor network.

Existing System:
In existing system it uses the low-energy key management protocol. All the key nodes of the cluster were randomly assigned to each cluster head before the protocol is deployed. After running the first cluster, keys are exchanged mainly through the exchange of information between the nodes. The weakness of this scheme is that if the first cluster is compromised, the entire cluster will be broken by simple DOS attack.



Proposed System:

In Proposed system we propose a dynamic clustering unlimited sensor key management protocol to resolve the above two issues. The protocol assumes that the wireless sensor system has been in existence for effective security detection mechanism, the nodes can be judged from whether or captured energy depletion becomes invalid nodes. The network entities meet the following conditions: 

Sensor Node: Each sensor node is assigned unique ID number and a main key Kshar by the base station before deployment. Sensor nodes communicate with the base station, using the key encrypted data. Node ID number and key Kshar are stored in the base station. Base stations in the network allocate an initial key Kmit during the first clustering. After the completion of the clustering these initial keys are erased from the nodes memory.

Cluster head: A cluster head is an ordinary unlimited sensor node. During the operation of the network, a cluster head is responsible for the integration within the cluster node data, transmitted to the base station, the first cluster communication between members and the use of cluster authentication key Kc to encryption, the first cluster nodes do not know the members of the main keys Kshare. 

Clusters: A cluster is composed of cluster heads and nodes. Each cluster has a unique ID number and a cluster key Kc. KMDC protocol against LEACH, and other typical clustering TEEN - routing protocol, and cluster nodes in the cluster members of the first communication between the single-jump, no data between nodes of interaction. Clusters key Kc for the optimal portfolio management using EBS Group Key Management algorithm to ensure that captured nodes, the need to send information for updating keys to optimal number, and each node need for the preservation of the cluster management (Group) Key several key management at least.

Base station: As the only network component which produces and distributes the keys, the base station should be trustable, have great storage capacity and more computing capacity to implement some ofthe larger-scale operations, be able to assume the key distribution of sensor nodes and maintain the network structure. Each cluster network corresponds to an EBS structure and the management nodes of an EBS are base stations.

Modules:
1) Create Nodes:
In this module all the nodes which are going to participate in the network are created.
2) Create Clusters:
In this module all the nodes are formed in a cluster.

3) Keys Distribution:
In this module all the nodes, cluster head and base station will be assigned with a key values which are going to be used for encryption and decryption.

4) File Transfer:
In this module the file will be transfer from source to base station.

5) Encryption/Decryption:
In this module at the sender side the file is going to be encrypted and at the sender side the file is going to be decrypted.

 Software requirements:

Operating System       : Windows 2000 server Family.
Techniques                  : JDK 1.5 
Front End                   : Java Swing

Hardware requirements:
Processor                     : Any Processor above 500 MHz.
Ram                              :  128Mb.
Hard Disk                    :  10 Gb.

